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[0062] <The second embodiment> Figs. 5 to 8 are diagrams for explaining a 
microprocessor 20 described in the second embodiment of the present invention. In 
the first embodiment, an encrypted program was operated using a public key inherent in 
microprocessors. However, an encryption/decryption algorithm of the public key 
method is generally more complicated than that of the common key method, requires a 
larger size circuit and a greater cost, and in addition, fast processing of the algorithm is 
difficult. Given these factors, the microprocessor in the second embodiment decrypts 
and operates an encrypted program using a common key and controls the common key 
safely and effectively. 

[0063] To be specific, the operational program to be provided to the microprocessor is 
encrypted using any encryption key (that is, a common key) that the program vendor 
has selected. The common key used for encryption is encrypted using a public key 
inherent in microprocessors. Since both the encryption program encrypted by the 
common key and the common key encrypted by the public key are transmitted to the 
microprocessor, the microprocessor decrypts the common key with a secret key inherent 
in the microprocessor, and the encryption program is decrypted with the decrypted 
common key. By doing this, hardware costs for decryption may be reduced while 
maintaining security. 

[0064] As shown in Fig. 5, the chipped or packaged microprocessor 20 includes a secret 
key 212 that cannot be read from the program; a public key 214 corresponding to the 
secret key; a decryption key TLB (a first decryption means) 236 that decrypts a third 
encryption key Ekp [Kx] stored in an external memory in a encryption state beforehand 
with the secret key 212; a decryption processing unit 216 (the second decryption 
processing means) that decrypts a encrypted program stored in the external memory 
using the decrypted third encryption key Ekp [Kx]; a primary instruction cache 218 that 
stores decrypted programs; a bus interface unit 222; and an instruction TLB 220. 
[0065] The bus interface unit 222 has an address conversion means (not shown in the 
figures) that converts a virtual address into a physical address and a memory read means 
(not shown in figures) that reads the content corresponding to the designated physical 
address. The instruction TLB 220 loads the table that includes the conversion rule for 
converting from a virtual address into a physical address used in the address conversion 
means and the key information for the third decryption key E [Kx] decrypted in an 
external memory using the public key. To be more specific, the instruction TLB 220 
loads a page table including entries corresponding to each page in a page area separated 



by the address of the main memory 203. Each entry has an encryption flag that shows 
the encryption attribute of the corresponding page and an identifier (key entry ID) that 
designates the position on the key table that stores key information for decrypting the 
contents of the page. By referring to the identifier, the corresponding key entry is 
loaded. 

[0066] Fig. 6 shows a file format that stores encryption programs operated in the 
microprocessor in accordance with the second embodiment. In the field of the text 
section header 63, fields of the encryption algorithm 63-2 and an encryption key value 
63-3 are added. In the field of the encryption algorithm 63-2, an encryption algorithm 
for encrypting a code area is coded and stored. In the field of an encryption key value 
63-3, the value Ekp[kx] encrypted from a common key Kx by the public key 214 is 
stored, where the common key Kx is used by the microprocessor 20 to read an 
encrypted program using the public key 214 inherent in the microprocessor. The 
length required for the common key Kx is, for example, 192 bits when a triple DES is 
used in encryption. In addition, the size of the Ekp[Kx] becomes several times the 
length of a block when it is encrypted by the public key 214 in the microprocessor 20. 
[0067] The '.text' section 66 is encrypted by the encryption algorithm designated in the 
field of the encryption algorithm 63-2 using the common key Kx. Here, a triple DES 
in the common key method is designated to the encryption algorithm. In the 
characteristic field 63-1, it is the same as the first embodiment in that the encryption 
flag is set to 1 to indicate that the program is being encrypted. 

[0068] For a program vendor to make a encryption file shown in Fig. 2, first, randomly 
select an encryption key in a code area as a common key Kx and encrypt the text section 
66 by a block unit of 64 bits (8 bites) using the triple DES algorithm. In the encryption 
key 63-3, the value Ekp [Kx] that encrypted from the common key Kx for reading using 
the targeted public key 214 in the microprocessor 20 is stored and in the encryption 
algorithm field 63-2, a code expression of the triple DES is included and the encryption 
flag in the characteristic field is set to 1 . 

[0069] It should be noted that by making the area that stores codes to be plural sections, 
not limited to text section 66, the code of the same program can be encrypted using a 
plurality of encryption keys or encryption algorithms. However, each section should 
be positioned by the page boundaries in the virtual memory (Fig. 7) of the processor. 
[0070] In addition, it is possible to provide a part that does not relate to the program 
operation in a portion of the code area in the program, and to directly store the public 
key 214 in the targeted microprocessor 20 that uses the program in this portion and a 
program-distributed user ID before encrypting the code area, or to store them in the 



form of encryption. By doing this, it becomes possible to track the route when an 
unauthorized decoding of a program is performed and unauthorized copies are 
distributed. Since information for tracking the route is coded in a sequence of a 
machine language instruction that can be operated as one sub routine of a program, it is 
possible to make it difficult to find. 

[0071] Now, when operating an encrypted program in the microprocessor 20, as in the 
first embodiment, first, it begins with loading an encryption program using a loader to 
the main memory 203 in the PC having the microprocessor 20, The loader sets a process 
context including a virtual memory space for the encryption program and positions all 
sections on the memory in the same way and performs relocations etc. according to 
necessity. 

[0072] Fig. 7 shows a page table when operating an encryption program in the 
microprocessor in the second embodiment. The page table in the second embodiment 
shown in Fig. 7 is an extension table having a key table 79. A logical address 71 is 
divided into the three fields of a directory 72, a table 73, and an offset 74, The three 
fields that comprise the logical address 71 calculate a physical address as follows. 
[0073] First, the top directory field designates the entry 76-i of the directory table 76. 
The forefront of the directory table 76 is designated by the register 75 in the 
microprocessor 20. The directory entry 76-i has a pointer at the forefront of the page 
table 77. The position of the page table 77 is calculated by the table 73 in the logical 
address 71, and in the corresponding page entry 77-i, the actual physical address 80-k 
shown by the address is described. Thus far, it is the same as the first embodiment. 
[0074]Fig. 8 shows the entry of the page table 77 and the corresponding entry of the key 
table 79 of Fig. 7. In the second embodiment, a field 77-j-k that stores the number 
(identifier or key entry ID) that designates the key information for decrypting the 
corresponding page is provided to each entry of the page table 77. This number 
designates the entry number in which the decryption key is stored. The forefront of 
the key table 79 is designated by the key table control register 78, one of the control 
registers in the microprocessor 20. In addition, same as in the first embodiment, each 
entry has a decryption flag 77-j-E and a debug flag 77-j-D that indicate attributes of the 
corresponding page. 

[0075] Next, the loader secures the entry 79-m for storing the value Ekp [Kx] that 
decrypted the common key Kx for decrypting decrypted programs by the public key 214 
inherent in the microprocessor 20 on the key table 79. In the key table 79, there is a 
field 79-m-l of the reference counter in addition to the fields of the key information and 
the decryption algorithm, and the number of tables referring to the table is written. 



That is, if the reference number is 0, the table can be used. The loader determines the 
table to be used and after rewriting the reference counter in the key table from 0 to 1, 
the key information and the encryption algorithm information is written in the field 
79-m-3 and the 79-m4 in the key table, respectively and the number of the key entry is 
written in the entry 77-j in the corresponding page table 77. If there are a plurality of 
pages that refer the same key entry, the number of the key entry is written in the page 
table 77 after increasing the number of reference counters in the key table 79. 
[0076] If the same key is stored in the key table 79 because the same program is being 
operated or some other similar reason, the securing of tables is not performed and the 
number of the key entry is written in the key entry after increasing the number of 
reference counters in the key table. Thus, the encryption key E [Kx] can be referred to 
by a plurality of pages. 

[0077] As described above, the reason for enabling common decryption key information 
to be shared between plural pages by providing an independent key table 79 is to 
improve the efficiency of the instruction TLB 220 by decreasing the amount of memory 
required for the page table. That is, since the same public key 1 14 was used for all the 
programs in the encryption programs in the first embodiment, storing key information 
for each page table was not required; however, in the second embodiment, the key 
information of the common information required for each program is different and 
storing different keys for each page is necessary. However, if key information that 
requires a relatively long bit length is directly allocated to the field of a page table, the 
size of the page table increases and the use efficiency of the memory 203 is deteriorated. 
For example, if a 32-byte key whose size is the same as a cache line is allocated to each 
page of the page table when a page is 4K-byte, the result is that memory a little less than 
1% of the page size is required for the page table. Even if the size of the page table is 
enlarged, if the size of the instruction TLB 220 is the same as before, the number of hits 
of the instruction TLB 220 for instruction reference becomes decreased and the 
operation speed of the program becomes deteriorated. It is possible to enlarge the size 
of the instruction TLB 220 at the same time as well; however, since the instruction TLB 
220 has a character that requires high-speed conversion of a logical address and a 
physical address, a higher cost results. 

[0078] Moreover, in fact, the types of encryption keys are not necessarily changed for 
each page and often, the use of several types of keys at most is enough to protect the 
confidentiality of the program. Given this factor, in the second embodiment, an 
independent key table 79 is provided so that the same decryption key information is 
shared among plural pages, and by storing the number to the key table 79 from the key 



table 77, the amount of memory required for the page table 77 is deteriorated. 
[0079] Now, when positioning of programs and setting of key information of the page 
table are finished, the loader sets the encryption flag of the page table in which the Vtext' 
section header 63 is positioned to 1 . If the encryption flag of the page table is set to 1 
when the page table is cached in the instruction TLB 220, the bus interface unit 222 
monitors it and makes corresponding entries of the primary instruction cache 218 and 
the second instruction cache 205 invalid. 

[0080] The value of the key table 79 described above is stored in the deciyption key 
TLB 26 as well. When the key table 79 is rewritten, the entry of the corresponding 
decryption key TLB 236 is also rewritten. Here, the decryption key information E 
[Kx] in the memoiy is decrypted by the public key 214 inherent in the microprocessor 
20 and stored in the decryption key TLB 220. Then, by making the length of the 
decryption key information E [Kx] on the memory 203 longer than that of the decrypted 
key information Kx on the decryption key TLB 220, the safety of the key and the use 
efficiency of the TLB 220 can be balanced. This is because the key information stored 
in the decryption key TLB 220 placed inside the microprocessor 20 cannot be seen from 
the user program. Needless to say, for the explicit memory reference of the key table 
by a user program, not the decrypted value Kx but the former encrypted value E[Kx] is 
returned. 

[0081] When setting of the key table 79 is completed, as in the first embodiment, the 
loader transfers control to the entry point of the program and the operation of the 
program is started. When the processor accesses to the encryption area as an 
instiuction, a cache miss-hit is occurred and reading from the main memory 203 to the 
first instmction cache 218 is started. Then, the entry of the key table 79 designated by 
the reference from the page table 77 to the key table 79 is decrypted by the secret key 
212 in the microprocessor and is read to the decryption TLB 236. The encryption data 
stored in the main memory 203 using the decrypted key information Kx is decrypted by 
the decryption processing unit 216 and is read to the primary instruction cache 218 and 
executed. 

[0082] The invalidation of the cache and interrupt process following the completion of 
operations may be performed thereafter as the same in the first embodiment. 
[0083] As described above, in the second embodiment, the common key method can be 
applied for the decryption of a program. A hardware implementation of the common 
key algorithm is generally easier than that of a public key algorithm with the same key 
length and it is possible to reduce the cost of the decryption function. Moreover, since 
the common key is encrypted using a public key inherent in the microprocessor 20 and 



the decryption cannot be done without an inherent secret key in the microprocessor 20, 
such algorithm will be secured. 
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^A'O-sficHm-^^. ::fp^r5A'<>^n±, ijf&^-c 

ff:/p<f7A$a.— y0pci=giy®-r. it#<t$*tfc 
iii7:^p<^7Ai*. fct^tfpc<oj«'r>y« y 1 03 

t02irSi-r:7r'fM^sC-CP-K**i. ^fr-T^ig^ 
ic/£itv'r'^;p:^p-b'>-y-i oa)?a^ibjaiasiii i e-e 
«#fb**i. llfT**i*o 7'r^P:^P-lry 
oic@^r<DWffi«i-i 2$ffiL^^S:lt^^«:^P^'7A 
roiS^^bli-ct/jri^. 

[0 0 3 4] cro-^-f ^p:^p-b'y-9-i 0(±<RiBB3<t1± 
^ y 1 0 3a)0rSro«Sffl*f&3t-r«)«iffl7 Kuxir^o 

TBW&*lfc'<— *^3 8-1 ~3 8-k<b. C*l&IC>!4 
jSt-Sxv h y 3 7 *<l9;S$4i 

^, ^^TLBI 2 014, "T-f i7P:^P4z«v9-*<^(TU 
<fc 5 1 -r-StiSfflroz^P^f 5A3!i<»*a**ifc4}8a!'<-5; 

:?T— :?;ux>hy$iay5xt?. 
h y 1= 14 , ±31 L fc .i: 9 i=iie^<b 7 5 A<iftit e, *t r fc 

y , «l$-r-5'<-5?roi^S*^ll|#{b*lt-Cl>^i8^ICBfi 
#ft77<^A<-b'V a^^bfflaSiH 1 6f4, X 

z(0x>hy(z^*js;-r5^-i?rort§!*«^fc-r-5, 
-i>T-^;utfit#ft:75^^rol¥«Bicoi>-ci4> 

[00 3 5] llt^ft^Pi^7A©^fT*f4, ia^ft**V 



(9) 



4*8820 0 1-2 3 07 7 0 



[0 0 4 4] m 1 S^Sfij^fi|-ei±. 4$147-r-;uKi 3- 

1±<»1tf'yh. fci:X.lSOx0O0 00 4 0 0t7V;^ 

Bt^^b*:}^TL^/d:t^ci:^.T^■t. ia2ro#!T?li. coe 
V h*<ffli ^^-t-Sro-c, JiJSo-b^^i/g vitBi#<k$ 
^i-Ct^-Swilc^tS. tit?Lii. .tBxt-b^?*>3>i 7 

oroH^o^Kllli 1 4T?flf'^ib**tfc4j0t? 

[0 0 4 5] -tele. ^oy7A)b<B-K**l,-S7KU 
Rite*. -ttOi^fti*. :^P^^7Alc^*<i5#!l7 
::ti4yR'!r-i/3Vi:i'?,St. feS^fP^f 

■v>, *©iai=*i"ai(7)^ya.-;u*^?>::'p^^vAi^gi5©Ba 

*.ffiJ*6«)<i:ti11Mfigt, ::^Pif5A/)<P-K*ix**-e 

V7 h't>x7©/<-i^3i/l=J:oT::^n<;^7A^f*lllfil 
«ia>-9--(' X A<SE^:> ^ C i: >Ei<^ roaft T7 fc ^ . 

[0 0 4 6] c©Rga$<5?^t*f-i^)s j>i©.ta<i:^5* 

;Kc, I at (Import Address Table) tuTIStiS, K 

^fce>*^^:«)f*fi^LTfc#> iit#<b*;Kf=:^p^5A* 

it (CC-CI*.text-b^'i'3:/1 7) 

tii»Ji-*€iiiA<#i)o**iTfcy. :fp<f5AP-^fii::f 

p;f^A«>P- Kl$lc«ijtrizS':5l\r*l-Si5BI»ro7 KU 
$-E-<DSiafl)7 Kuxic«t)l4^*, ca)tte-r?:^p</ 

j&(Oga(|^t<&M«l=«ll{iP«<^-&. jRmmi^flg-e 
li. . 1 AT-b <7 i/ 3 :/ 2 0 1= c © i; -v > ■?;nb<ls«A 

[0047] I ATlIJ«(4:^P^^5AP-yiCj:«S# 



17) tli»]©4zi''>a Vi::|ftlt, .IAT-tr<7 5/3>2 0 
*spS:<D**«H#-r-5::i:l=J:y, y P-^r-S/g^aSl 

*»iEL<fft>*V'5. I ATic't**i^ffifi5iis naisisu 
-va^PfmLfc'itiitfl)-!?, :;^p<f7Aii*®«jffiAWj:*> 
tl*^^tt^. 

[0 0 4 8] »1SSIS»8S1»(*, lAT^^SUMR'^© 

A*^^:A^t>a)lIft^lt^'^A^ i ATrortS-eit^^+i'S 

<^:7^d:feml^?^l^L^l^^^filoTt^*li^lc(t, lAT© 
rt#l*y-v>::'^r*-ei**<s ^J5i:-5i:t;ife©7 KUX 

[0 0 4 9] jJjic. /<^-*?ir-:?;bx:/ Kijic|ftitt>*i 
fciit#fb79^fl=ot%TljtWT>-«, ii<*<b**vfcSlfT::' 

P^f^AI*, P~Jf:?P^^vA(CJ;oT;<'f>P'=Ey 1 

0 3±lc^i^a**vS. C(7>t#. P— P-Kt 

y^fB^wyi-Cs c*i6cD^-i>i=:?p^'5A©-r'< 
Tro-b^7i'3>s«*jiA/-eEBf ^. iEe*^i>i^?s 

t . P— JC|±. text4z^7 3 V 1 7 *<i2S*^fc'<-t> 
T-:?;H>hy37-ja>lli^<b75^37-J-E (04) ^ 

1 ic-by Kt*. Cfl)'<-i>T-^;ux>hy37-jAV 
•7-f'i7P:^p-fe'yy-i oro^tJ^T LB 1 2 oiw+-v';'*> 

/<X^:/^-7i'rxa.n.;/ K 1 2 1 
Lt:i>X. -j*ctf»^+-vy>a.l 1 8i:=?ftife^+A"y 
•>a105a)> Cfl)'^— iJx> hU lC)yjS-^-S+-vy-> 
axvhy^filSib^bUT, S#<b*;h.fci*J§*!StSt-5 
fc46(DX'^-x$fci+S. ¥S:!RaS©. lAT-b 

•> 3 >A<iB«**if='<-i>T-'^;ux> h y (Oiit^ib 
77^i4oro**-efcS<, 

[0 0 5 0] L^ofc^. yf- :?;U307-J-E(7)Bi^ 

tfH&t^^m/ 1 y ©'<-5?38-k'^©flk::''p AA^ ?> 

©7<''bXli^±*ti<^. •T'Ect^^, c©'<-5?'^©l3ii 

[005 1 ] Bg^^b^T^'jb^-bv h*^Tt^^HI::. 

*iUrii»S6tt*.k5lcLTt.fcl\ m9\-0mMzr> 
v310-k *<3P3t1^t®-rf-?>:7'-^'+-V'yi'ii 3 4lz:^ 



(11) 



^#^20 0 1-2 3077 0 



■CI*. T/<v^i4¥X©:'n^^5AT»fc-3'Ct, 

[0 0 6 0] ^-i>'r-yMz-:>i'^xit. v§^if:faif 
[0 0 6 1 ] at#{b::'P4^'5 AO-b+a >J T-f ^-^-Sfi 
JEtJSs ii|^<b77^^*^-b?;h$*vTl\SI«y, 'fl^ 

[0 0 6 2] <m2iijfi»^ffi>ia5~'ia8i*, 
m 2 ^jfij^micfiS'Sv^' p ^p-b 2 0 ^gftiB-r * 

fc«)(3!>iaT»ft-5. ^-f-^P^n-b-f 
■9-i-H^0i>Mfil*fflL>Tii&#fb*tifc::^Pi^=7A$ll 

•fbA<ffl8t-efc«). ^-ii-c. |g2||J6fl^ll<Dv-<^;p::^p 
•b<y9-i4. ^iifi|-epg^<b**i,fc::^p^7A*(a#L^ 

[0 0 6 3] ftft^ttlcl*. V'<^p:^P-b>y9-l=«tJ&* 
^^-S^^7:^p^7Al*, ■:?n<f7A^>^f*<a«;tf=ff 
SOJlS^^bfil CT'Et^^i^^iigl) -t:Bt#^b*H4. 
<bl=ffli^f=«iiai*s "^-f ^7 p ^^P-fe (04^118 

p:::^p-fe'vy-lwi5|p>*n:<«)a)-c. T-i'^'P":^Pi2'y9- 

(J. a«©i8®a-c*ifta*a#<bL. ffl^b**if=« 

»4Jtt:'P4f'5A()!)|:«3g*«[^<b-r-5, 
J: Us -b^a'J-T-f $^1#Uf:**, a-^<b©fc«)©/N 

[0064] ®5lCS*-r«):5l=. •7'f<7P:/P-l2'v9-2 

01*. :fp^^5AA^6tt^t^J■rctro■c$J^fl^^»^@^: 
2 12. zo^wmiztiftit^'mmz 1 4^. co^^ 

!ffl**lTt^<5SS3fl)it#<bfitEKp [Kxl ^frffiWffi 



a2 1 2 ^ffiffl LT«#ft-r *a#{baT lb m-io 
nmib^m^m) 2 set. ^»«)^<^'ji::isift**fc 

L>'5m#<b**xfc:^p^^A*. fIIB«#<b$*tfc®3 

(t>!«#<baEKp tKx] izj;o-ca#<b-r*a#ft«a 
aa!2 1 6 mzo^mmm^m t. «#fc*4ifc 

rp<^7A$«rtA1'-5-?)ui«r^4r-vy*>a2 1 Si, A 

J-2 2 2t. ^'^TLB2 2 
[0 0 6 5] /^7.-(l/^ — yx.-i?.:i.-y\'2ZZit. 
S t. V'<';7P:/Pir'v9-^fina);<-<>.^=E 

*^TLB2 2oi4, 7Ku;^SESi#ai=J:«<Ear K 
fe&*^C«>*l•ffl5•Cllg#^b*^^fcM3rol^t#^bSlE Lk 

iR y J; y «tt:W(=i4. iir<fr T L B 2 2 0 1*. *-r 

^t-Oy* U 2 0 3(07 KL'Xt.fcorEWb^Hfc'^— 
S^ig^l-SfS^l^^ (:^r-x:/h'J I D) t^^t^o 

:?jKDx>h'j*B»yat% 

[0066] Eieii, m2||»Sl(DV'f;7P:^p-b'y 

tl*. B&*ft7;i/=fyXA6 3-2a>7-f-;UKt. BS 

•§^fc@fil6 3-3a)7<-;UK*^iiftl**lTU^. Bi-^ 
7/1' =r g XA 6 3 - 2 ©7 -I- -;u Kl=l±. a - K^«ifr 
BS-^lbt '5fc«)©B&#<b7;U:J 'J XAA<?*#<b ^? *XT<§ 

i«^fta{l6 3-3©7-f-;uKiri*. V'T 

^?p:/p-b'>-y-2 om^<b:>'p^^7A$«P!Sf Sfcto 

lcffi^^ta@Kx*<. ^^^P^P-b'y-9-2 OlrS^O) 
4iMa2 1 4-eiit#^b$+l/i:filEKp [Kx] 3i<lS«A* 
^lTl,^«.. «a«Kx(Z>fi*l*. fci:it.l*. Bt^th'J 
y)VD E S ^fi5-3fc«^l:il* 1 9 2 e^y KA<i2v3ltnc 

-tUT. EKp CKx] I*, v-f <;p:^p-b>y-9-2 
0<D^gflil2 1 4lc.fe'3TBS#{k**t§K{ai::'P>y^fi 

[0 0 6 7] .text-b^«>3 >6 6(*. ^ffifilKx^ffl 
IV Pt^<b7;U:J'JXA6 3-20-7 -r-^l'KTJj&S* 

Hfc7;^:JyXAlcJ;o■cB6^^b**tr^^'^). wz-e 

I*. VSmtT)\^:J'J XAICl**iia*a<7) h y ^;UD E 
IIZI*. •^P^fvAm#^b$^^TL^^>Ci:$^.•rfc 



(13) 



«flH2 00 1-2 30 77 0 



lis /<-*;;!)UK/W ^•V'y5/a'7'f Vb" 

'Mzm y aT« t » ^—*>-^^ x<!> 1 ^ y A*'* 

B2 2o©-y--fXA<)u«(itm:t?&:h.«. ^"^^RaicM 
1-4&titJ<&T LB2 2 orot"^ haA<lSTUs •::^p<f7A 

fl)|ltTitS*MST-f^. ^'^TLB2 2 0«)-9--<XtR 
y HUXaEJftA<S***V^^'^T LB 2 2 0Wl4S±» 
[0 0 7 8] *f=. HESI^I*. Bt#<bSi©?I$lIt!J>-rL 

j4ico+~x— i:^;!/? 9 ^^it. i?-T-':?;i'7 7l- 
l±dp-T-:?;^79^(Z)S#^^&^ft•r*^:^:l::J:y, ^ 
'-*}7—:?Mz)v 7 7 t^iB'Sfty ^ y a* is«$-frfc© 

[0 0 7 9] :;^p^^Aroi2ai'<— yf— 
roatS^WiaSA^*!*?^) t . o-^lt. text-t: a V 

$1 l=-b<y ^-O'^-iJf— :/;i/*<tifr^T LB2 

XJ.=.'y ^2 2 2*<^■^^^IS«LTl^T» 

♦;»i/i2 1 8 J3J:t;i:jfe^^^+-Vy5'a2 0 5fl)**J6"f 

[0 0 8 0] ±jiro#— r— ::'^;i'7 9©fiti4«^<baT 

LB2 6l=t»W!*!|l«. 4r— 7^-':?;W7 9A<»**^X 
?.-h,f=«^l*v «JB-f*ffl^<baTLB2 3 6a)I>h 

y tS#^x.&it'5o ;::wt?. m^ibST lb2 2 oic 
14. ->t^y±(Dffi#fcllfJifflE [Kx] v-f^^n:; 
aHi«v9-2 0l=Bi*©4MIBa2 1 4t?a*fl:**i-Ctt«ft 
C(7)i:#. ^=Ey 2 o 3±roa#{bai1JfflE 

[Kx] (Ofi*$. fS^{bjaTLB2 2 0±(0«^<b* 
^ifc@ISfflKx J:yfi<Bl^c:il=J:y. 
TLB2 2O05ip|ffl«l**li5it*««CfcA<-e**. V 

'f ^7 □ :f p -ii -y- 2 0 (^gproa^^bei T L B 2 2 0 ic*S 
«id*vfca««i*> a— tP:/p^7A*N&iia^-iA< 

T-^^KDW3'vW*pi ^ y #Bai=« U-CI4, a* 

E [Kx] *<iB**l-5. 

[00 8 1] T- 3^;i'7 9CDtSS*<^7t*<!:. S 



-tr 'V •9-)!)<tfe'^ t L -CBI-^^bfliaic 7 f -b ^ t ^ t . 
+-V'>i/a.ro5Xt'V hA^^C, p^-fl/pt^ y 2 03*" 

rot*. '<-5?-f-^;U7 7AN64r— T— •?;U7 9'^(7) 

#!i-effi^**vfc+--f-:?;u7 9 a>x> h y -T-f 
^7P:?'p-b'yy-2 o<oi»M2 1 2-(?m#'ib*n-c, a 

#<bT LB 2 3 6lcK^a*^-5. ffi#<b**tf=6lffiffl 
Kx^ttoT. pt'f^/y^Ey 2 0 3|Z^Sf|li*H-Cl^fcBt 

#fl:x-^'A<a#<b«iaS2 1 eicJiQTta^^b*^. 

[0 0 8 2] aaiCff*?*V«^ff$l7ft©+-W>i(D 

So 

[0 0 8 3] CCOJ:?!;. ^ 2||J61i^jy[-el*:/P^^7A 

«>7;i/=J y XAi*-fifticii-gtfi*fl)^A^gflfii7;u=ry X 
AihkeiLT/\-K';?i7^bA<©i-efey. m#<b«{ffi 

\fr^^aya-bKf*}-2 0lcB^(D»®a-C'5:L>i:i?# 

[0 0 8 4] <M3^ifij$«s>09i*. *3ew0m3gi 

^. C©7'P^f7ABB*Si/7.TAIt. mi * 

2 o^J(H^tST7ijiB^ Ufcv-f ^7 p :?R -b v -y-^rt 

)K L fc 3 > fcf a-^i ->X T A IZ r^P 5 A* laflit <fc 

if^Ai*. •7i'<7P:^R-b'y9-@wroSli?il}gBg^ib* 
h^if'. fe*tNii«g:ro«iiaT?B&#lb**Vs 
(Diro* *-7-<^ p :>'p-b v-y-H^rofilT-Bt^^b LT^ 
ft:^p^f7Ai=as#1-*. zoitzib. h-o-^p^^^a 

aftroatf-. fci:7l«*glC3fl/X*:h,«.CD-RO 
M<t if iCk o T ^P A ^ieflft ^ - ^ t ^tl^. 
iZV. h9— J7*^l'LT:^Pi^7A*Efli-r^>. 
[0 0 8 5] ia9|CSp-f:;'P<^^AK?»f>XTA9 0 

tis ^t7:?P^7A$:^'i/ 5i&:^^LXE1fl)•r 
^^p</7Ai^^^^Sil93i. Pi:<*'V h9-<7 9 5 
h'?— i^^r^LrS^Py^AE^Iigg 

9 3A>&S^T:/o^'7A©E?lr«ait*^7-f TV h» 

ft 9 1 t^^t^ 
[0 0 8 6] ::^P^/'7AE@SEfi9 314, ^^-fTVh 

9 1 ^ (DRai^m 1 ommst^^^thfi i ami^is 

g9 1 ^fleffl-rS:!— tfro3--1fE2li*ff9 3.— tfSiiE 
fiiJ933i:, « 1 (7)iHte±l-. ■i'7-<7VhSaA<rt 
KtS-^-f P :^P-b "<'-y-|::lt}*ai»-*'4» 2 (DjUIB 
*»S-r'5m2iiff»»SSU9 3 4i:, »2©aHiK$ 



(16) 



4*882 00 1 - 23 07 7 0 



[0 0 9 6] 01 00)$/— 5rV7.l::fel^T. t.i^*y—'T 
1 0 0 1 lcfcL^■r, •i^^'f 7 >mii9 i i-y—^^ 
9 3 t<om-. ^ ti^*troSSS«>ll 1 JUiKKSSSPlcJ; 

^'7>KSe9 1 A^e.. :rvy hr?-^ gB^^UT-y- 
0)i^mt:'{i=7. zix\tm^oim.i^^-^nh-3i\,. DH 

^S/j:i^•^?J:L^. JilSi©i?7-<7> hg{l9 1 t-y— 
9 3t<oil©iifii*, ^i^ur^J^vh'?— J?9 6l=Jft56 

[0 0 9 7] mi>i«tej!i<iftS*:K^=e>> t'->yv;^i 

0 0 2T?» •i7^-f7'>1-ga9 1(i-t»— /<9 3lC*tLr 
•9— /<9 3{±^»5-l'7>hSS1t9 1 tJL— tPU'<JUrolS 

>haS9 1 -ero^fO^n-Ke^— ^>:^©'><c< it 

<ytJ-9 0 1 ©Kli'^ i: LT^i^-^'S. 
[0 0 9 8] -J^V;?.! 0 0 31;ttv lg 1 jHiS± 
Iz. ^^^-f 7>hSB9 1©"7'f<?P:?PH2'yy-9 0 1 

t-y— /<9 3t*itftffi«-t'5. ge±ftSi2«>aiii»* 

lasts. 

[0 0 9 9] *^B^-ei*, a.-- IfA^^f'tJ^P-KiiliT? 
^f';7>P-K::^P^^7A-ctt. a-Ki#l±t 

•>-'!r>7.i O0 3-e(is -9— /<9 3 tv^^p::^ 
□ •fev9-9 0 1 4:(DM-Ct«>S&fillwJ;*ii<I©at^ft* 

[010 0] »ffiS!©«W*tT*?'S:l^«^» 3.-+ftJ: 
STEs fetalis -9— /<9 3 t7-<^P:'P-lfv+^-9 

0 1 t«)PBl0)Sfi^-yfe— i/T:v V'l'^P"::/P-tr';/+J-9 

0 1 (Di#o4^g8aKpi&«^ro4^rfflii(-t y*^s.-cBS^<b 

©*2^®-effi#<b-r -5 d t l::<k -3-c¥3i:a):;^p 7 AA< 
a.— tfa>#lz*7fc-2)fc-tttA<fc**''e>-CteS, +»■- A9 
3 t'7^'i7P:?p-b';;-9-9 0 1 troracDiiftS'SJffiffll-e 
Bt^ftt-SwtlcJiy, ±a<Dj:7 3Si:a— y»<D5FjE*l» 
CcfcA<t?#«. rv-f ^7p:;fn-b'v9-9 0 1 i: 
•9— /^9 3 t(DM©ji<iJ tu5«^s 7-i'^7P::^p-b 
v-9-9 0 1 ±0)ffi*^' >/^'5c:^P^^^A(!:-9— /<9 3 

^t'frt'Siit^aic^oTiig^^bi+i. Ra**if=a<i* 

[0101) S^j&:m2iifiS&©ISS^, v-f^;p:rp 

004-C» ■7-l'^7P^P-b''^-9-9 0 1 



^L, ■7'1'^7P::'PHZ'V9-9 0 1 lcii:&0iiBBfilKpi: 
itic. ®2jHi!li£^L-C-9— /^9 3|r2&{tt-S. ^ 
•V U>i>*aitlX-3fc-9— /<9 3 14, iz—tr^X 1 0 0 

5-e, -y— /<9 3(o»ffiaK"8-ea«Rc$i«#<bLfc 

S«Sk' 8 [Ro]*, -9— /<9 3A>P,©^-Vb>i^ 

R6j3J;0:-9— /WA^M@K'ptitJw. 7-('<7R:fP 

H2';>-9-9 0 llwiiHIt'5. (01 0-CI4. a«SK' b 
[Ro]$8 [Ro] (K'8)^SI3t, iai»a)«IR4*IBI^ 

■7<i7P:?P-b«y9-9 0 1 14. -9— /«9 3A^e>)^|P)^^■C 

^;?/a.ft**lfcVK' p [Ro]t-Sk-t4*^4?3*^* 
SiK-r*. ^-aoJS^tt. -9— /<9 3(DB!iEl::*lteU 

:/X1 0 0 6-C-9— /<9 3(0?^-^b>SJ|wJtjUTSK8 
[RalSWEL. SEMSCert^-y— /<9 3l=ai*. -y- 

-/<93i*» u;^7K:/;^skb [rsI^vkp tRs] 

18^(4, v-l'^7P:^P-b'>-9-9 0 1 a)^B8ieiKpi:igliI 
«tBl0'iiP®Kval4:A^6, Vkv a I [KplSK-lC 

Kc o r t [Kp]i:Bi^L, «liEIZffe»-r*l.«flia* 

[0 1 0 2] !i^-e*fcJi^l4. Ek' p [Cert]*« 

y V -< ^7 P :^p -fe ii- 9 0 1 A^iiMa K p SI*-:? c t * 
SiBt'Si:, -9— /<9 3l43HT:^P^f7A*T-f^>P:^ 
R-li';>-9-9 0 1©4i^llBfilKpT»B»<bLfcl«#<b^P^f 
vAEKp [Prog] ^'ffja-f'S. 15 1^ 

JSJ^Ig-elfteSLfcJc^ic. ::/p^f7A(D3-Kffl5»$v 
^^p:^p-fe'j;-9-9 01fl54^B8ttKpT»Bt'*<b-r4. c 

a- Kfiu^^ i& v-r ^7 R :?p -b «yy- 9 0 1 (o^ggaK p t? 

Bt^^b-r-So lit#<btfefcori4, m 1 S^JBJ^JS^CBiM 
Lfc*5i::» ::^P^f7A5|s«:a>.text-b<7 5/3:/l4BS# 
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